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ABSTRACT: Cloud technology supports the services to its customers on demand via internet. It is 

always maintained in a critical nature in order to access its services. Before the customer or user gains 

permission to access the cloud service, the user must me authenticated and authorized by the cloud 

server. The authorization can be provided in many ways for the users. ID-based revocation possibly 

removes the use of public key infrastructure (PKI) and certification authorization which involves an 

online assistance to get authorized for accessing the services of cloud. Once the user is provided with 

the authorization for a particular period of time (day or week or month or year) the accessibility of the 

services are provided to the users. The user or customer needs to register themselves with the 

credentials and login to their account. There are three important ID such as master ID, Initial ID, Time 

update ID which are widely used for the respective purpose . The master ID is generated as a unique 

ID for the customer or user who does the registration process. In this cloud environment it is provided 

with some form of application management where the application is authorised using initial ID to 

ensure the security of cloud for accessing the gateway applications. The revocation procedure is 

triggered at the end of the time period using the time update ID. On comparing with various revocable 

procedures such as attribute encryption and certificate encryption which are based on the public key 

cryptosystems, our mechanism can significantly improve the efficiency and security of user 

revocation and provide a history-free revocation mechanism using the identity.  
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